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Procedural points to consider:
	
	TECHNOLOGY USE
 
To set standards for the safe and appropriate use of the society’s technology.  


The society will acquire and install security hardware and software and take other appropriate cybersecurity measures to ensure the safety and security of all society confidential and proprietary information. 

Employees [and volunteers] will receive training on appropriate and safe use of the society’s technology. 

Each employee is responsible for the safety and security of any computer used by the employee.

1. Employees must not access the society’s technology systems using the password or login information of another employee or permit another person to access the society’s technology systems using the employee's own password or login information.

2. Employees must not download or install software from external sources onto any society computer, tablet, cellular phone or other device without authorization from the [General Manager]. This includes software programs, instant messaging programs, screensavers, photos, video clips, music files and other electronic files. Employees should be particularly careful about opening emails or attachments from unknown or suspicious sources. Incoming files and data should always be checked in accordance with the [General Manager]'s guidelines before they are downloaded. 

Employees must inform the [General Manager] immediately if they suspect a device connected to the society's systems is infected with a virus.


3. Personal use of the society’s technology (including work email, text messaging, internet access) is never permitted.

4. Personal use of the society’s technology both during and outside of work hours (including work email, text messaging, internet access) is permitted under the following circumstances:

· Use must take place substantially outside normal working hours and during permitted breaks (e.g. lunch breaks). 
· Use must not involve unprofessional or inappropriate content.
· Use must not interfere with an employee's work responsibilities or productivity.
· Use must not incur costs for the employer. 



1. Method for determining necessary cybersecurity
2. Prohibited uses for technology 
3. Monitoring use of technology
4. Ownership and return of society phones, laptops, tablets etc. 
5. Consequences for failure to comply with policy 



