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Procedural points to consider:
	
		EMPLOYEE PRIVACY AND CONFIDENTIAL INFORMATION

To protect the privacy and security of employee personal information and to keep certain types of information confidential. 


Employee Privacy
The Society is committed to protecting the privacy and security of employee personal information. Personal information is any information about an identifiable individual (which means it can be associated with a specific person) that is recorded in any form, including a person’s age, gender, race, ethnic origin, identification numbers, financial and credit information, personal health information, religious affiliations, donation history, educational qualifications, employment history, travel history, consumer preference information, personal habits, personal interests and personal history. 

Personal information excludes information that cannot be associated with a specific person or business contact details, job title or work product information. 

[Note: It is mandatory to have a privacy policy. The Personal Information Protection Act of British Columbia, Chapter 63 (2003) (“PIPA”) will apply to most societies. There are no mandatory clauses for confidentiality.]

Include in your considerations: Ten Privacy Principles contained in the Canadian Standards Association (CSA) Model Code for the protection of personal information and on which the relevant privacy legislation is founded.

As an employer, the society collects, uses, and discloses employee personal information that is reasonably necessary to establish, manage, or terminate the employment relationship. The Society will always inform employees of the purpose for which this information is collected, including potential uses and disclosures of that information.

In addition to collecting employee personal information for administering employment, the society may collect additional personal information, but only with employee consent. Employees will always be informed of the purpose for such collection.

With respect to any employee personal information in its control, the society will:
Use or disclose employee personal information only for the purposes for which it was first collected, except where the employee consents to additional use or disclosure, or where required by law.
Secure employee personal information against unauthorized or accidental access, use, or disclosure with appropriate physical and technical safeguards. 
Restrict access to employee personal information only to the society personnel or third parties who have a legitimate need for that access.
Retain employee personal information only as long as required to fulfill the purposes for which the information was collected. 
Make reasonable efforts to keep employee personal information accurate and current.
Allow employees to access their personal information held by the society, and to correct any inaccuracies in that information.
The society expects all of its employees and volunteers to comply with the foregoing points for any personal information of other employees, volunteers, [clients], [residents], [tenants], [donors], [members], [directors] that is used or accessed by an employee.

Additional information on the society’s policies and procedures regarding employee personal information can be found in the society privacy policy. 
Any questions about employee privacy or access to an employee's personal information held by the society should be directed to [an employee's [supervisor/manager]/[DEPARTMENT NAME]/the society's Data Privacy Officer.

Confidentiality

The Society keeps certain types of information confidential for important business and operational reasons, including protecting the privacy of the society’s employees, volunteers, [clients], [residents], [tenants], [donors], [members], [directors], [OTHER REASONS]. 
Confidential information includes, but is not limited to:
[bookmark: _Hlk60908969]names, contact information, financial, health, and other personal information of staff, volunteers, [clients], [residents], [tenants], [donors], [members], [directors], and other constituents of the Society; 
[bookmark: _Hlk60906976]accounting information, legal information, organizational structure, internal practices, operational rules and the policies of the society;
marketing, advertising, publicity, promotion or campaign ideas, marketing plans and strategies, project or technical management plans, production systems and plans;
forecasts, sales and other financial results, budgets, financial statements and other financial information; and
other information that is marked or otherwise identified as confidential or proprietary, or that would otherwise appear to a reasonable person to be confidential or proprietary in the context and circumstances in which the information is known or used;
[OTHER SPECIFIC EXAMPLES OF CONFIDENTIAL INFORMATION.]
Employees must treat all confidential information as strictly confidential both during employment and after employment with the society ends. Employees may only use confidential information to fulfil their employment obligations. Confidential information may not be used for any other purpose.

[OPTIONAL: To maintain the confidentiality of the society’s confidential information, all employees must follow the protocols set out in the society’s CONFIDENTIALITY POLICY.

Any employee who is unsure whether information is confidential should always check with [the employee's supervisor/the DEPARTMENT NAME] before disclosing the information.


1. Consider constituents and stakeholders of the society
2. Consider the information collected and the purpose for which it is used
3. Ensure a privacy policy is in place (mandatory)
4. Ensure confidentiality and privacy provisions are consistent with whatever is contained in the contract of employment
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